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Autonomous robots operating in uncertain or hazardous environments subject to state safety constraints must be
able to identify and isolate faulty components in a time-optimal manner. When the underlying fault is ambiguous
and intertwined with the robot’s state estimation, motion plans that discriminate between simultaneous actuator
and sensor faults are necessary. However, the coupled fault mode and physical state uncertainty creates a
constrained optimization problem that is challenging to solve with existing methods. We combined belief-space
tree search, marginalized filtering, and concentration inequalities in our method, safe fault estimation via active
sensing tree search (s-FEAST), a planner that actively diagnoses system faults by selecting actions that give the
most informative observations while simultaneously enforcing probabilistic state constraints. We justify this
approach with theoretical analysis showing s-FEAST’s convergence to optimal policies. Using our robotic spacecraft
simulator, we experimentally validated s-FEAST by safely and successfully performing fault estimation whileon a
collision course with a model comet. These results were further validated through extensive numerical simula-

tions demonstrating s-FEAST's performance.

INTRODUCTION

Autonomous robots offer the potential for markedly faster opera-
tions and better performance in domains ranging from search and
rescue (1) to planetary exploration (2). However, to achieve full
autonomy, these robots must be capable of independently diagnosing
and recovering from various component faults at a system level. This
is especially true when the robot’s safety is a function of time-critical
constraints, such as maintaining lane keeping during autonomous
driving (3) or managing the accumulation of environmental degra-
dation (4).

Spacecraft are a motivating class of autonomous systems because
real-time ground-in-the-loop interventions are difficult, if not
impossible, because of limited communication or large time delays.
As the use of autonomous space systems increases, so too does the
number of failures, with 42.6% of small satellite missions between
2009 and 2016 ending in partial or complete failure (5). On Earth,
uninhabited aerial vehicles fail on the order of once every 1000 hours
of operation (6), with partial failures occurring as often as every 10 to
50 hours in some domains (7).

We consider the problem of fault estimation onboard robotic
spacecraft that will soon violate state safety constraints. One such
example is shown in Fig. 1 (B and C) and Movie 1. Here, a robot
approaches a model comet, and component failure could jeopardize
mission success. In this scenario, we envision a system-level emer-
gency response where safely and autonomously identifying the
underlying fault as quickly as possible supersedes primary mission
objectives. To this end, we propose s-FEAST (safe fault estimation via
active sensing tree search), a planning-based approach that selects
diagnostic actions to gather informative observations while satisfy-
ing probabilistic state constraints at each planning step. As shown in
Fig. 1B, the autonomous spacecraft is subjected to a failure of both of
its retro thrusters. Conventional model-based passive fault detection
approaches will likely not detect this failure until the spacecraft
attempts to maneuver and a discrepancy between the predicted and
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observed states is noticed. At this point, it may be too late to maintain
the safety constraints on the spacecraft’s state. Similarly, methods of
representing the safety of the spacecraft that are unable to consider
uncertainty in the system model will not properly capture the risk of
this adversarial fault. Instead, we consider actively gathering infor-
mation about the fault to be a top priority and necessary to avoid
overconfident predictions of safety. With our approach, the robot
proactively reorients and diagnoses the failure, avoiding collision
(see Fig. 1, E and E, and Movie 1).

Related work

Fault estimation

Traditionally, system-level approaches to fault estimation methods
have been passive; actions are not taken to determine the underly-
ing failure. Instead, the input-output data during normal opera-
tions are monitored for abnormalities (8—11). Upon detecting a
fault, the operator is alerted, and the robot’s operations are halted
(12); however, the root cause may be ambiguous (13). In more
recent work, passive fault estimation methods for robotic systems
have included data-driven models that account for varying levels of
system autonomy (14-16) as well as distributed systems (17). Other
approaches to passive fault estimation impose input-output consis-
tency constraints (18, 19). These are widely applicable but must be
custom-designed for each system and failure case and have limited
capability for uncertainty and noise, as well as low robustness to
unmodeled scenarios.

One drawback of passive fault estimation is the possibility of mul-
tiple plausible fault scenarios. This motivates the problem of selecting
control inputs to gather information about the underlying failures.
Although optimality conditions can be derived (20), tractable general
algorithms do not exist, giving rise to a large body of work in active
fault diagnosis (21). Early work ensured the diagnosability of finite
discrete-event systems (22), with extensions to satellite applications
(23, 24). In linear systems, actions yielding the least expected overlap
in hypotheses can be found (25). These can be evaluated greedily in
real time (26) but are limited to systems with Gaussian noise and con-
straints on expectations. Related approaches provide identification
guarantees in linear systems when zonotopes bound the disturbances
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Fig. 1. Safe fault estimation on robotic spacecraft. (A) We demonstrated our method on the Caltech Autonomous Robotics and Control Lab’s spacecraft simulator,
which creates a near-frictionless environment using graphite air bearings to create a cushion of air between the robot and the flat floor. (B and C) Both of the spacecraft
robot’s retro thrusters have failed, and it starts on a collision course with the comet. With no evasive actions, a collision will happen within seconds. (D) An algorithm that
maximizes information gain without considering safety constraints will crash into the comet. (E) Our s-FEAST algorithm selects trajectories that have a high likelihood of
avoiding the obstacle while also gathering information about the failure. (F) The robot can successfully identify the underlying failure and return to a trajectory heading
away from the obstacle and boundaries. Still frames for all experiment time steps are provided in the Supplementary Materials, and the full experiment is shown in Movie 1.

Movie 1.s-FEAST enables safe fault estimation on a robotic spacecraft simulator.

(27) but can be overly conservative in the open loop and computa-
tionally challenging to run online (28). Others provide guarantees
when the uncertainty in model parameters is energy-bounded (29),
including in systems with small, bounded nonlinearities (30) and
linearizations (31). These approaches to fault estimation are similar
to the field of robotic self-modeling (32), which has recently used
exploratory actions to distinguish between possible dynamic models
of robotic hands (33) and to learn visual self-models (34).

Ragan et al., Sci. Robot. 9, eadn4722 (2024) 28 August 2024

An alternative framework for passive and active fault estimation is
through the lens of partially observable Markov decision processes
(POMDPs). POMDPs provide a flexible modeling representation, but
they are intractable to solve in general, and solutions are often limited
to small problems, offline performance, or inexact methods (35). One
application to fault estimation considers partial observability for only
the first time step (36). However, this prevents information gathering,
which can be promoted in POMDPs through heuristically defined
subgoals (37, 38) or action design (39). Recent methods have solved
online information-gathering POMDPs by observing part of the
state directly (40) and augmenting the reward function (41); however,
these methods do not consider unknown dynamics.

Safety

Although active fault estimation can more rapidly determine the
failure of a robot, many systems have operational safety constraints
that the information-gathering actions must not violate. Traditional
approaches to ensuring safe control include formal methods such as
control barrier functions (CBFs) (42) and their extensions to discrete-
time systems (43) with stochastic noise (44). Other methods provide
probabilistic risk-averse bounds on the robot’s safety (45). Planning-
based approaches to this problem include sequential convex pro-
gramming (SCP) (46, 47), which can consider complex (48) and
stochastic constraints (49) while achieving robustness and stability
guarantees through tracking control (50). However, each of these
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methods assumes a fully observable state to directly evaluate safety
constraints. In partially observable settings, these methods must
be modified, such as by extending CBFs to operate on the belief of
possible states (51). Partial observability can also arise from uncertain
system dynamics, such as that caused by an unknown failure. When
feasible, applying a CBF to all possible dynamic modes can ensure
safety, but this approach may be overly conservative (52).

As with active fault diagnosis, POMDPs provide an alternative
framework for considering safety constraints. One method is through
cost terms, which can be solved offline (53-56) or online via approxi-
mate solvers (57, 58) and offline heuristics beyond a subhorizon (59).
A shared limitation is that these methods constrain only the expected
cost, which may not be suitable for risk-averse settings or systems
with large state estimation uncertainty, both of which are present in
safety-critical active fault estimation. General probabilistic bounds,
or chance constraints, allow for bounds on other statistics and can
be approximately solved oftline (60, 61). Online approaches using
heuristic searches exist but lack formal guarantees (62).

Constrained POMDPs are also solvable with model-free approaches
trained during an offline phase, such as Dreamer V2 (63) and latent
policy optimization (64). However, compared with online methods,
the reliance on an offline training phase makes these methods vulner-
able to out-of-domain events (65). Furthermore, these methods lack
theoretical guarantees of optimality convergence and safety assurance,
which are especially important for high-cost space missions.

Our work sits at the intersection of these related fields; we seek to
combine these separate approaches of fault estimation and constraint
satisfaction. We qualitatively summarize this relation in Fig. 2. Like
the passive fault estimation and POMDP approaches, our algorithm
applies to a wide range of stochastic and uncertain systems. Similar to
control-based safety methods and POMDP models, our method, with
mild assumptions, provides formal guarantees of constraint satisfac-
tion and general bounds on tail probabilities as opposed to constraints
on expectations alone. However, unlike existing active fault diagnosis
methods or POMDP solvers, our method can be deployed online in
information-gathering problems without requiring heuristics.

Contributions

In our prior work (66), we developed an efficient tree search to solve
for information-gathering actions in the unconstrained case with
binary actuation and sensing failures. In this work, we present a
substantial improvement, by generalizing the fault model to a broader
class of partial failures and bias attacks, and extend the theoretical and
experimental results. Our contributions are summarized as follows:
We mathematically formalized the time-critical fault estimation
problem subject to state constraints and showed that constrained
optimization over the coupled fault mode and physical state uncer-
tainty is challenging for existing methods. We addressed this gap
by combining belief-space tree search, marginalized filtering, and
concentration inequalities to efficiently maximize an information-
gathering objective and satisfy probabilistic state constraints. Last, we
present theoretical analysis, real-time hardware experiments, and
numerical experiments to validate our claims.

RESULTS

In this section, we present an overview of s-FEAST. We then demon-
strate the algorithm’s performance on a robotic spacecraft simulator
before validating through numerical simulations s-FEAST’s ability
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Fig. 2. Related work context. We qualitatively contextualize our work with other
relevant approaches applied to fault estimation. Each method is separated by the
flexibility of the safety constraints, the flexibility of the system model, and the real-
time performance for selecting actions. Passive methods (8) do not consider diag-
nostic actions or safety constraints, and so are restricted to one axis, but represent
a broad range of system models. Active fault diagnosis approaches (27) compute
inputs to determine between possible underlying faults but are often limited to
specific systems, uncertainty models, or constraints and may lack real-time guaran-
tees. POMDP methods (35, 36) can model a wide range of systems and constraints
but are often computationally intensive to solve, especially in belief-space plan-
ning domains. Control-based approaches (42, 46) can quickly find actions to satisfy
deterministic safety constraints but traditionally do not consider model uncertain-
ty or information gathering.

to perform fault estimation and maintain safety in increasingly
challenging scenarios. Last, we look at a qualitative analysis of one
of these simulations to identify the behaviors that enable s-FEAST
to be successful.

s-FEAST overview

An overview of s-FEAST is shown in Fig. 3. Our method is an any-
time planner based on a partially observable Monte Carlo tree search
(67-69) and is diagrammed in Fig. 3A. Starting from an initial belief
on both the robotic spacecraft’s physical and fault states, b,(q),
actions are selected and simulated forward to a planning horizon.
The tree explores actions that both resolve ambiguity in the underly-
ing faults and are predicted to not lead to violations of safety as
defined by state constraints. As an anytime algorithm, this tree search
refines the simulated futures until interrupted, returning the best
action found so far.

Our algorithm has two main innovations. First, we use a mar-
ginalized filter to efficiently decompose beliefs into a conditional
estimate of the robot’s physical state and a total estimate of the fail-
ure affecting the robot. This allows for accurate information-
gathering rewards within the tree search, and we explain why this is
necessary for efficient planning in Discussion. The marginalized
filter is visualized in Fig. 3 (B and C). Second, we enforce probabi-
listic safety constraints with a concentration inequality and provide
conservative guarantees of safety for arbitrary belief distributions,
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Fig. 3. s-FEAST: Method overview. (A) Diagram
of the tree search used by s-FEAST. The tree
growth is biased toward nodes leading to better
rewards (represented here as darker shading). a
represents actions taken, G represents prior be-
liefs, o represents observations, and b represents
updated beliefs. (B) lllustration of our marginal-
ized filter representing the position of the robotic
spacecraft as the sum of estimates conditioned
on each possible failure. (C) When the physical es-
timators are Kalman filters, the marginalized filter
of a complicated multimodal distribution is a
combination of Gaussians. (D) The belief at each

Likelihood

time step can be classified as in or outside of the
set of safe beliefs (5,,) based on bounding the
likelihood of collision with the obstacle (shown as
a red semicircle). The reward function used by s-
FEAST, R,,(by), results in any trajectory of safe
beliefs having a higher cumulative reward than
any trajectory with at least one unsafe belief.

Safe Se

Rh,a (bk)

Safe

Unsafe

noise processes, and safety constraints. Beliefs that satisfy this
inequality are assumed to lie within the set of safe beliefs and receive
a bonus reward; otherwise, they are assigned a reward of zero. As a
result, for any safe trajectory, the summed reward over the planning
horizon is above that of any unsafe trajectory (Fig. 3D). With this
construction, the convergence of the tree search to the optimal
value also ensures safety. Each of these innovations is presented in
detail in Materials and Methods along with the pseudocode of our
algorithm.

Robotic spacecraft simulator hardware experiments

We implemented s-FEAST on a Multi-Spacecraft Testbed for Auton-
omy Research (M-STAR) robot (70, 71) using the Caltech Autono-
mous Robotics and Control Lab’s spacecraft simulator facility, shown
in Fig. 1A. The M-STAR robot is actuated using thrusters and uses air
bearings to float on a high-precision flat floor, creating a very low-
friction environment that simulates spacecraft dynamics. A motion
capture system provided position and orientation measurements, and
noise was artificially added according to our observation model, as
shown in Fig. 4A.
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The robot was tasked to diagnose sensing and actuation faults
while on a collision course with our model comet (Fig. 1C). The true
failure was the loss of both retro thrusters (Fig. 1B), which required
the M-STAR robot to reorient before it was able to slow down and
stabilize itself. The safety constraints were to avoid the comet obstacle
and the walls of the simulator room, shown as the red regions in Fig. 1
(D to F), with a 90% or higher probability. With these settings,
s-FEAST was able to successfully identify the true failure state while
maintaining safety, validating our approach on hardware. Video of
s-FEAST and baselines running on the M-STAR robot hardware is
provided in Movie 1, with still frames in Fig. 1. These experiments
demonstrated that considering safety or fault estimation alone cannot
solve this problem (Fig. 1D), whereas s-FEAST can reliably plan
evasive actions under uncertain component failure (Fig. 1, Eand F). A
complete time series of s-FEAST and the baseline methods are
presented in the Supplementary Materials.

To deploy s-FEAST in a real-time setting, we implemented
s-FEAST in a receding horizon fashion, meaning that the planner
recomputed a policy every time step and applied only the first
action to the physical system. Because the dynamics continued to
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Fig. 4. s-FEAST: Real-time implementation. (A) Diagram of our real-time deployment on the robotic spacecraft
simulator. The s-FEAST block runs until the specified computation time budget is exceeded, and then the best avail-
able action is returned. (B) Real-time s-FEAST is run with the first action fixed. This is the currently active action se-

lected at time-out by the previous iteration.

propagate during the planning computation time, the state of the
system when the planner began solving x, was different from the state
when the selected action was taken, x; + 3,, where 5, was the prop-
agation time. To synchronize these two states, we ran the same
s-FEAST algorithm, except we planned the next action to take from
the expected result of the current action. The modified tree topology
is visualized in Fig. 4B. Instead of specifying the number of simula-
tions to run, we took advantage of s-FEAST’s ability to provide an
anytime solution by simulating until the computation budget was
exhausted and returning the best action. The selected action was
then applied on board the robot, and s-FEAST used the current
observation to compute the next action to take while the system
dynamics propagated. For these experiments, a budget of 0.78 s on
a 1.10-GHz, four-core CPU (i5-1035G4) was used, which typically
resulted in 85 simulations per time step. We showed in numerical
experiments that this is sufficient computation to substantially
improve over existing approaches. More details of our implementa-
tion and performance are provided in the Supplementary Materials.

Numerical simulations

To validate our algorithm quantitatively, we considered s-FEAST in
four safety-critical scenarios against baselines of SCP, discrete CBFs
(D-CBF), greedy, and random policies. Each simulation was per-
formed on a three-degree-of-freedom model of the M-STAR robot.
We evaluated each algorithm over 1000 trials according to the frac-
tion of safe trials throughout the experiment and the product of a
diagnostic reward and success rate. Details on these evaluation metrics,
along with system descriptions and additional numerical results, are
provided in the Supplementary Materials.

Overview of baselines

We provide a brief overview of the baselines (random, greedy, D-CBE,
and SCP) that we compared against in the following simulation
results. The selection of baselines was designed such that s-FEAST and
these baselines covered a permutation of deterministic versus proba-
bilistic state representations and greedy versus planning algorithmic
implementations, with s-FEAST as the probabilistic planning solu-
tion. All methods used the same estimator between time steps, and
each baseline was solved for the next action to take. Implementation
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sible control set U. This method per-
formed no optimization for information
gathering or safety. The second baseline
was a greedy, active approach with a prob-
abilistic state representation. It simulated
each action once and selected a safe action
with the best immediate reward computed
with the marginalized filter but only con-
sidered a lookahead horizon of one and
did not resample any actions, which made
it vulnerable to near-term danger and
outlier simulations. Together, the random
and greedy baselines served to illustrate
the shortcomings of random and one-step
planning approaches in identifying the
underlying faults when safety constraints
must also be satisfied.

The next two baselines were deterministic safe control methods.
The D-CBF (43) method acts greedily, considering only the safety of
the next time step, whereas the SCP (46, 47) method plans safe trajec-
tories over a horizon. These algorithms do not have a probabilistic
representation of the state or system model and require a fully observ-
able state. Work has been done to extend both methods to consider
stochastic noise via chance constraints for SCP (49) and probabilistic
safety bounds for D-CBF (44), although neither method is compatible
with the coupled fault mode and physical state uncertainty considered
here. To adapt the methods to our partially observable setting, we
used the most likely failure state and corresponding mean position
estimate as the assumed system dynamics and initial position and
added a buffer to each obstacle. When the system model is accurately
known, a controller satisfying the D-CBF condition renders all states
in the safe set forward invariant and, therefore, safe. However, this is
not guaranteed if the most likely model is inaccurate, and we saw this
method fail in our simulations for this reason. These control baselines
served to illustrate the limitations of the control-estimation separa-
tion principle in safety-critical fault estimation problems.

Overview of scenarios

In each of the following scenarios, we considered a robotic spacecraft
initially 10 m from a circular obstacle, which represented some
target of interest that the robot was investigating before the failure
occurred. For s-FEAST and our safety-aware baselines, we imposed
a chance constraint that with 90% or higher probability, the space-
craft must avoid collision and deviate no more than 25 m in any
direction from its initial position at each time step. In practice, we
saw that this chance constraint enabled s-FEAST to achieve 90% or
higher safety through the experiment, given that the robot was near
the obstacles or bounds for only a few time steps.

To highlight various sources of difficulty our method addresses,
we considered two fault cases in two increasingly difficult initial
conditions. Binary faults, where components either worked or were
completely failed, illustrated the challenges posed when compo-
nents fail silently, resulting in ambiguity between fault models.
Alternatively, continuous component degradation and biases pre-
sented a larger challenge for safety because actuator biases could
destabilize a system if unaddressed.
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Scenario: Binary fault diagnosis in proximity to an obstacle

In the first scenario, the spacecraft started with no initial velocity, and
up to three components completely failed, where the underlying
binary failure was randomly selected for each trial. This case was
selected to examine how well each policy achieved our desired 90%
chance of safety when the spacecraft was not in any immediate danger
and to demonstrate how naive information gathering could put the
system at risk. The results are summarized in Fig. 5A.

Examining the safety of each method, we saw that the greedy and
random baselines markedly underperformed compared with the
other methods. This was observed to be in part due to these methods’
inability to consider safety beyond the next time step or, in the case
of the random baseline, at all. This led to destabilizing actions being
selected more often, making future time steps more likely to have no
safe action available.

Considering the reward and diagnostic success of each method,
the s-FEAST algorithms all outperformed the CBF and SCP base-
lines, as did the random and greedy baselines. This was because the
CBF and SCP baselines did not take any information-gathering
actions, or any actions at all, until the system was close to becoming
unsafe. Both baselines typically failed to diagnose the underlying
failure by the end of the experiment, which led to low diagnosis
success rates of 20.8 and 19.5%, respectively. The random and
greedy algorithms performed similarly to the s-FEAST algorithms
in diagnosing the underlying fault, but at the price of considerably
worse safety, with final safety values of 17.4 and 16.9%, respectively.
Scenario: Continuous degradation and bias fault diagnosis in
proximity to an obstacle
In this experiment, we considered the same scenario as before, but
now components could be partially degraded, giving only a fraction
of their nominal output. This could correspond to actuator damage
resulting in decreased efficiency or a miscalibrated sensor. Compo-
nents could also be subject to constant biases, correlating with unex-
pected behavior such as an actuator being stuck on, sensor offset, or
even malicious signal injection. As before, we assumed that the fault
was constant for the duration of our diagnosis period. Faults were
generated by sampling eight unique biases with five component
degradations each, for a total of 40 possible faults as before. The true
fault was set to one of these. Details of the fault model and experi-
mental setups are provided in Materials and Methods and the
Supplementary Materials, respectively.

The results of this simulation are shown in Fig. 5B. Compared
with the previous scenario, we saw similar relative behavior, and
all methods had a higher diagnostic reward and a lower safety. The
diagnostic reward increased because the faults were no longer silent.
Any bias injected a signal into the system, enabling passive identifi-
cation of these faults. However, the active signal made enforcing
safety more challenging because bias acceleration could lead to
constraint violations. This trade-off was seen through a drop in safety
for all policies. For example, from time steps 3 to 4, the deterministic
methods (SCP and CBF) started to decline in safety, whereas the
diagnostic reward increased more rapidly than the s-FEAST methods.
This trend continued throughout the experiment, with reward
increasing but safety dropping.

The ambiguity in component degradation for a given bias pro-
vides a likely explanation for this trend. Because neither the SCP nor
CBF method considers a belief, information gathering to resolve
this ambiguity could not be explicitly performed. This could result
in an incorrect assessment of both the safety of the current state and
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the control authority if actuator faults were not yet detected or
resolved. When actions were taken to avoid a collision, they may
have occurred too late or with an unexpectedly small effect, leading
to safety violations but also yielding more information on the com-
ponent degradation, giving an increase in diagnosis reward. Last, we
note that the decrease in diagnostic reward for the CBF method near
the end of the experiment stems from filter divergence. This was due
to large control inputs leading to numerical instability in the extended
Kalman filter (EKF) without converging to a fault estimate.
Scenario: Collision course under adversarial binary and
continuous failures

In the final two scenarios examined, the spacecraft was subjected to
the same underlying fault in every trial and initialized on a collision
course with an obstacle. We considered an adversarial failure for both
our binary and continuous degradation and bias scenarios. In the
binary scenario, the two retro thrusters on the spacecraft were com-
pletely off, and in the continuous case, the retro thrusters were subject
to an 80% degradation, and the forward thrusters were subject to a
10% bias. In both cases, the spacecraft had to first change orientation
and then slow down to reliably avoid a collision. Because this behavior
required planning over a horizon, we considered these to be adver-
sarial faults for this scenario and chose this scenario to demonstrate
s-FEAST’s robustness to outlier failures that posed an outsized risk to
the system. The spacecraft still started with a uniform prior over 40
possible failures and so had to take actions to reduce the risk of colli-
sion before fully identifying the underlying fault.

The results are shown in Fig. 5 (C and D), where we see that all
baselines achieved less than 40% safety in the binary case (CBF:
39.7%, SCP: 35.4%, random: 0.4%, greedy: 0.5%) and less than 4% in
the continuous case (CBF: 3.6%, SCP: 0.1%, random: 0.5%, greedy:
1.1%) and were outperformed by s-FEAST with even the lowest level
of planning. These results suggest that running as few as N = 80
simulations can achieve a final safety rate of 62.4% in the binary case
and 69.9% in the continuous case. For N = 200, the safety rate was
77.8 and 84.9% for the binary and continuous faults, respectively. We
used this result to inform our real-time hardware experiments,
where the typical planning amount was N = 85 simulations per tree
because of a tight computational budget. The reward for the hard-
ware algorithm shown in Fig. 1 was similar to that predicted by
this simulation experiment.

We again see that with the binary faults, our CBF and SCP base-
lines failed to gather any information until collision was imminent
and only gained diagnostic reward as a result of attempting to remain
safe. Similarly, in the continuous case, the baseline methods gained
some information immediately as a result of the bias signal but failed
to further diagnose until evasive actions were taken, which occurred
sooner and at higher speed because of acceleration from the bias
input. In the next section, we consider an example to illustrate how
s-FEAST succeeded where these baseline methods failed.
Qualitative interpretation of tree data
The tree data structure provides some qualitative interpretability of
the inner workings of s-FEAST. In Fig. 6, we see the spacecraft
initially on a collision course under the adversarial failure of both
retro thrusters. This is the same binary crash course scenario exam-
ined in the previous subsection, with a higher initial velocity of 2 m/s
to better demonstrate the qualitative behavior of our algorithm.
Before identifying the underlying failure, s-FEAST selected actions
to adjust the spacecraft’s trajectory to the side of the obstacle. This
turned out to be a necessary strategy in this scenario because after
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Fig. 5. Validation of s-FEAST. The numerical performance of our algorithm was compared with baselines across several scenarios. (A) The robotic spacecraft started 10 m
from the obstacle with no initial velocity, subject to random binary failures of up to three components. (B) Each component was now randomly subjected to continuous
degradation or bias, with nominal components more likely. (C) The robotic spacecraft now started with an initial velocity of 1 m/s toward the obstacle, subject to an ad-
versarial binary failure of its two retro thrusters. (D) The adversarial failure was now that both retro thrusters degraded by 80%, and both forward thrusters stuck on with
a 10% bias. In all experiments, s-FEAST considered 40 possible binary or general faults and started with a uniform prior over all possibilities. In the visualization of the
spacecraft component health in the left column, squares represent the thrusters, and circles abstractly represent the position and orientation sensors. Green components
are healthy, red are failed, and red actuations represent bias thrust of varying degrees (sensor bias is not visualized). Note that for readability, the data for each time step
are artificially spread out horizontally.

the failure was identified in the third time step, it took another seven
time steps to reorient and come to a stop. This obstacle avoidance
behavior was also seen in our hardware experiments, such as in Fig. 1.

The baseline methods were unable to discover this behavior
because both the greedy and CBF policies do not consider the
possibility of failure beyond the next time step, and the SCP policy

Ragan et al., Sci. Robot. 9, eadn4722 (2024) 28 August 2024

does not take any information-gathering actions and so will be
unaware of the failure until it attempts and fails to slow down. Like
our simulation results, this suggests that proactive information gath-
ering is essential to avoiding model uncertainty in these safety-critical
situations because any unknown component failure can jeopardize
the system’s performance in unexpected ways.
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Fig. 6. Qualitative analysis of s-FEAST's collision avoidance under an adversarial fault. (A) The two retro thrusters that the spacecraft needs to slow down are dys-
functional. (B) The spacecraft starts on a collision course with the obstacle and a uniform belief over randomly selected binary failures of actuators (shown as squares) and
sensors (abstracted as circles). (C) By the third time step, the spacecraft has mostly identified the underlying failure, indicated by the red components. At this point, it has
proactively taken action to avoid the obstacle before the fault was determined. (D) After dodging the obstacle, most future trajectories take the spacecraft out of bounds.
(E) By the ninth time step, the spacecraft had reoriented and started to slow down. (F) The spacecraft has reversed course by the eleventh time step and remains safe for

the rest of the experiment.

DISCUSSION

We have demonstrated in these experiments safety-aware, real-time,
active fault estimation that extends beyond the capability of existing
methods, which cannot succeed at all tasks simultaneously. We have
shown that in the presence of ambiguous faults and time-critical
constraints, proactively taking actions to maintain safety while
simultaneously gathering information about the system status is
necessary to reliably avoid collision. By combining anytime tree
search with efficient filtering and probabilistic chance constraints,
s-FEAST achieves both objectives in a computationally tractable
fashion, with asymptotic convergence guarantees and interpreta-
ble behavior.

Comparison with existing tree-search methods

Previous approaches to solving partially observable planning problems
using tree-search methods include the partially observable Monte
Carlo planning (POMCP) algorithm (69) and its extensions to
constrained systems (57, 58). However, in our previous work (66), we
empirically showed that our marginalized filter approach is necessary
for effective planning in information-gathering problems. When the
reward is a function of the belief instead of just the classical state and
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action reward, the convergence guarantees of these existing methods
break down. In this work, we formalize this observation.

POMCEP consists of two components: first, partially observable
upper confidence bound applied to trees (PO-UCT), which assumes
access to the state belief for a given history, and second, Monte Carlo
updates to propagate the belief within the tree in a particle filter-like
manner. For each simulation, a particle is sampled from the initial
belief and propagated by running PO-UCT. At each belief node
encountered during the simulation, the propagated state is added to
the node’s particle belief. The resulting belief at each node is a discrete
collection of state particles, one for each visit to the node.

POMCEP argues that, at a large number of samples, the belief at each
node is well approximated such that PO-UCT is solving the equivalent
belief Markov decision process and therefore inherits the value conver-
gence of the fully observable UCT (67). However, it only establishes
this for the PO-UCT algorithm because the theoretical analysis
assumes accurate state beliefs for each history and accurate rewards
for each node. Neither is initially true in the information-gathering
setting, leading to a “burn-in” phase until the belief converges enough
that this PO-UCT analysis is valid. Until a repeated particle is added to
a node, the information-gathering reward that we introduce in the
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next section (Eq. 9) is inversely correlated with the number of visits to
the node. This results in a breadth-first search, where the UCT strategy
of biasing toward areas of high reward no longer succeeds and ulti-
mately leads to random action selection. This is further exacerbated by
the exponential scaling of standard particle filters with the number of
dimensions (72). The difference in tree growth between s-FEAST and
POMCP is visualized qualitatively in Fig. 7. In the Supplementary Ma-
terials, we provide additional numerical experiments to validate these
claims. Pseudocode of the two algorithms is presented in Materials and
Methods.

Real-time performance

Our solver is an anytime algorithm, which means that its performance
improves given more computation time, but it can be stopped at any
point to return the current best solution. In our real-time hardware
experiments, the solver evaluation is not fast enough to achieve the
highest N = 2000 level of planning that we consider in Fig. 5 of the
“Numerical simulations” section in Results. Instead, we typically eval-
uated N = 85 trajectories, which is sufficient to successfully identify
faults and maintain safety while substantially outperforming baseline
methods. This achieves the goal of validating our conceptual algorith-
mic innovations, although it is possible to further optimize the soft-
ware and hardware implementation for faster run time and better
performance.

To this end, we note that s-FEAST presents two promising oppor-
tunities for future performance improvements. First, the marginal-
ized filter that we present in Materials and Methods factors out the
physical state estimators, meaning that s-FEAST can leverage any ex-
isting estimators that may already be optimized for a system with min-
imal changes. Second, there exists a growing body of literature on
methods to accelerate partially observable planning through parallel-
ization (73) and GPU use (74). We view these types of optimizations as

A Cc

bi(q)

ba(g)

s-FEAST

®o
-92®

complementary to s-FEAST’s algorithmic innovations, which achieve
better scaling through the exploitation of the active sensing problem
structure. They also pair well with the anytime nature of our algorithm
because increasing simulation speed directly translates into more sim-
ulations and improved performance, as seen in Fig. 5 (B and D).

The anytime property is also desirable compared with traditional
active fault diagnosis methods, which often require the computation
to complete before a solution can be returned and may use approxi-
mations to achieve real-time performance (28). Instead, we can
return the best solution found within any computation budget. We
show in the next section that s-FEAST converges asymptotically to
the optimal solution, a guarantee not provided by existing chance-
constrained anytime methods (62).

We expect the ongoing trend of ever-increasing computational
power onboard space robotics missions (75, 76) to be enabling for
our methodology, especially as payloads are developed for increas-
ingly data-intensive science applications. Because our algorithm
only needs to run when a fault is suspected or a safety-critical situa-
tion is encountered, we envision a concept of operations where our
algorithm is dormant until needed, in which case it takes priority
over nonessential payload operations to monopolize computing
resources for a short duration before handing back control when
normal operations can resume. Our algorithm could also run at
scheduled intervals to proactively check for possible faults, resulting
in planned payload downtime much like other maintenance opera-
tions, including charging windows and course corrections, that mis-
sion planners currently consider.

Application of s-FEAST to other
information-gathering problems
The active fault estimation approach that we consider is most useful
in systems with high functional redundancy that creates ambiguity
between possible failures and provides
the ability to recover when the fault is
" identified. Our method will fail if a safety-
/@\ critical state of the system becomes com-
pletely unobservable or uncontrollable.
@ @ However, these situations will be unre-
coverable for our baselines and related
work as well.
Last, we note that our approach to
belief-space planning and sampling-based
safety can be applied to other information-

POMCP ,,u@

bi(g) ’

oL

- @ ®
E

D

s-FEAST to efficiently search areas of higher value and plan further ahead. (D) In

particle filter-based search, adding one particle each time it visits a node. When POMCP has only encountered a node
once, the estimated reward given by Eq. 9 (presented in Materials and Methods) is maximized. However, this estimate
is inaccurate. (E) As soon as POMCP revisits a node, there are now two particles, leading to increased belief uncer-

tainty and less reward. (F) The result is a breadth-first search.
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bi(q)
ba(g) ’

Fig. 7. Marginalized filtering versus particle filtering in information-gathering tree searches. A conceptual
comparison of the tree growth of s-FEAST (which uses our marginalized filter) and POMCP (which uses a particle fil-
ter). The darker green is a higher estimated reward. (A) When s-FEAST expands a node, it performs full belief updates
that give accurate reward estimates. (B) The tree can then be biased toward areas of higher rewards. (C) This enables

gathering problems where the underlying
state has a computable belief transition. For
example, we can consider the classic prob-
lem of a robot autonomously mapping an
unknown environment (77) or future ro-
botic planetary exploration missions where
actions are taken to scout out areas of po-
tentially high scientific value (78). In both
cases, gathering information is a key goal,
necessitating belief-space planning. In
addition, the robot might be subject to
additional constraints, ranging from the
safety constraints we consider here to bat-
tery or time budgets limiting exploration,
where the effect of high variance makes
constraints on expectation alone limiting.

-®
&

comparison, POMCP performs a
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s-FEAST provides a flexible method for online active fault estima-
tion in safety-critical settings. Using an efficient marginalized filter,
s-FEAST can plan information gathering in settings intractable to
existing tree-based solvers. Its modular nature presents opportunities
for future performance enhancements of s-FEAST via estimator or
tree search optimizations. Further, its anytime property allows
s-FEAST to scale performance with the available computational
budget. Although s-FEAST is already applicable to a broad range
of systems, opportunities for future improvements include broaden-
ing the current enumerated sets of possible faults to a bounded
subspace of faults. This would allow for scenarios where the faults of
concern are not known in advance but the bounds on possible fault
behavior are. Another avenue for future work would be to unify
s-FEAST with data-driven approaches for the safe exploration of
unknown, fully observable dynamics (79, 80) to actively estimate
unmodeled actuator or sensor faults.

MATERIALS AND METHODS

First, we formalize our safe active fault estimation setting as a
partially observable optimal control problem. Then, we present our
algorithm including the marginalization filter, safety condition, and
integration into tree search. Last, we present a theoretical analysis of
s-FEAST’s optimality convergence.

Safe active fault estimation problem formulation

We present our active sensing problem: to plan actions such that the
resulting observations converge the belief of the underlying failure
to the true fault as quickly as possible while maintaining safety. We
define the following modification of general control-affine system
dynamics with linear sensing and additive noise processes

X, =£(x,_ ) +B(x_y) ((1—D@p)u + Dy ) +w; (1)
Vi = (1= @) Cxy + Oy + vy 2)
w, eUc{o,1}" 3)

where the k subscript denotes a time index, x€ X CR" is the physical
state, u€ UC {0, 1}™ restricts the control input to a discrete set of bi-
nary m-dimensional vectors to represent thruster control, f(x, ) is the
unforced dynamics, B(x,) is the input influence matrix, y€ YCR?
denotes the measurement, C is the measurement matrix, and the ran-
dom process and measurement noise sequences w and v, are as-
sumed to be mutually independent and independent and identically
distributed (i.i.d.). For simplicity, we assume that the noise processes
are Gaussian with covariance matrices X, and X, respectively, but in
the development of our safety condition later in this section, we show
that our algorithm is not restricted to only Gaussian noise. We also
note that the set of control inputs U can be customized for the system
of interest, for example, U C {—1,0,1}"", to include bidirectional actua-
tors like reaction wheels.

The system description differs from a control-affine system only
in the fault model, ®5,®¢ and g g, ¢y = diag (Ppp/c/p,1/c1) repre-
senting changes due to degradation or bias attacks in the actuators
and sensors
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1ifi actuator is completely failed ()
$5 | 0ifi actuator is nominal g = [‘1331’ )¢Bm]
a;if i actuator is partially degraded
1ifi actuator is stuck full on
$p,1,9 0ifi actuator is nominal s = [(I)B,nl» ’¢B,11m] (5)

a; if i actuator is partially biased

where a; € (0,1). The sensor fault models ®c and @ ; are defined
analogously. Both complete failure and partial failure (degradation)
cases are considered in this paper. We assume that the fault state
does not change with time, so we drop the time subscript k from ¢
terms and define the concatenated vector of all faults
=1 == (bp ds1 b> b ) €D L0, 1P,
|®|=Ng < 0
where @ is the set of Ng considered faults that live in the continuous
space of 2(m + p)-dimensional vectors with elements restricted
between 0 and 1. We define the augmented state by composing the
physical state and fault state, q = [x; ¢}, whereqeQ = X X ®.

In the presence of state uncertainty, it is common to write the
probability distribution of the state as a belief, which can be com-
puted by updating a prior with an observation and control input
using Bayesian filtering (81)

by(@=P(q), bi(@=P(q;| ¥ 1)
P(Ykl ‘Ik) J P(‘lk| (Ik_1>“k)bk—1(‘l)d‘lk—1
P(YU ;’k—l’l_lk)

(6)

@)

where b,(x) = P(qy) is the prior, and the overbar notation defines a
history, such as u, = {u1 RN } The space of all possible beliefs is
denoted B. From this joint belief over the augmented state, we de-
fine the marginal beliefs over the failure and physical states

bk(¢) = J (8)

XE.

by(x, p)dx, by(x)= ) by(x,$)
X

de®

The notion of optimality is defined through the reward function,
the policy function, and the value function. We consider the follow-
ing information-gathering reward that maps from belief to rewards
between 0O and 1, R : B— [0,1]

R(b) = Y, (b))’

bed

©)

This reward R(b;) corresponds to how confident the current be-
lief is in the underlying fault state. This reward is minimized when
the belief on the fault state is uniform and maximized when the be-
lief on the fault state is a delta function. This reward function has
previously been proposed as an uncertainty measure (82).

The policy function is a stochastic map from belief to action, n: B — U,
and the set of all policies is denoted I1. For a finite horizon problem, the
value function is the expected return of a policy from an initial belief

K
V7 (b,) =E l ZR(bk)|n, bO] , such that (s.t.)
k=1 (10)
Egs.1, 2, and 7, u, =n(b,_, ) Vk
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where K is the horizon length and the expectation is over the sto-
chastic policy, measurement, and process noise sequences. Control
policies are closed-loop solutions, selecting a new action at each time
step in response to the belief updated via the new observation.
Probabilistic safety
We use a standard superlevel set notion of probabilistic safety.
Definition 1 (a-safety). We consider a set of safety constraints on
the physical state, {g;}, that must all be simultaneously satisfied for a
system to be safe (gi(x) > 0, V i). We define the safety function h as
h(x) = min; g(x) and the corresponding set of safe physical states,
X, as X = {x | h(x) > 0}. We define the set of a-safe beliefs, By, o C
B, as the beliefs in which the physical state has a probability of at
least a of being safe with respect to

By = {beBl J b(x)]]xh(x)dXZ(x} (11)
X

where the indicator over the set of safe states is 1x,(x) =1 if x € X},

and 0 otherwise. Similarly, the indicator over a-safe beliefs is T;,(bg) = 1

if by € B}, and 0 otherwise.

Safe active fault estimation

We can now define the safe active fault estimation problem.
Definition 2 (safe active fault estimation). The safe active fault

estimation problem for a given safety function, s, and safety thresh-

old, a, is a partially observable optimal control problem subject to

the constraint that each belief is a safe

n*(by) =argmax,.;; V*(by)s.t. E [1],3;"“ (by) I, bo] =1Vk (12)

where the expectation is across the stochastic policy, measurement,
and process noise sequences. The corresponding optimal value
is V' (by).

s-FEAST algorithm

We present the s-FEAST algorithm and discuss the changes with
respect to existing belief-space tree searches. We visualize the growth
of our algorithm in Fig. 7 (A to C) and include the pseudocode
in Fig. 8.

The tree search of s-FEAST is similar to an existing belief-space
Monte Carlo tree search algorithm known as POMCP (69). However,
our approach is different because POMCP uses state samples to
simultaneously estimate the belief and the optimal policy, whereas
s-FEAST uses our marginalized filter to immediately estimate the
correct belief. Moreover, s-FEAST has a special treatment for the
chance-constrained safety condition.

The differences between s-FEAST and POMCP are presented in the
pseudocode shown in Fig. 8. In black, we show the original POMCP
method, and we highlight the changes for s-FEAST in blue: (i) When a
new node is encountered, the exact Bayesian update is computed with
our marginalized filter, Eq. 13 discussed in the next subsection; (ii) we
use the updated belief to compute exact rewards and generate a value
estimate; (iii) we use the exact belief to accurately approximate the
safety at each node via our safety condition (theorem 2, presented in
the “Safety condition” section in Materials and Methods).

Both algorithms approximate the optimal policy as a tree of nodes.
A node is defined as an ordered history H of actions and observations,
with a corresponding number of visits N(H), value estimate V (H),
and belief b(H). Each simulation is performed from the root node
until the depth, d, exceeds the maximum depth K. New states and
observations are simulated by the model-based generator G. When a
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globals: V() < 0, N(-) < 0 11 def simulate(qq, Hy, d,b(Hg)):
1 def search(by): 12 if d > K then
2 | fori<« 1to N do 3 | returno:
3 simulate(q ~ bo, 0, 0,bo) ; . Mo N
N L simulate(q )_[ o) 14 Ug41 4 argmax, V(H,IUH)JH‘V %
4 return argmax, V(H U {u}) ; . o
= 15 (Gas1: Yas1) ~ G(qa, uas1) 5
5 def Safe‘(b): 16 Hyiy — HiU{tasr, Y1} 3
6 | fori«1ltoMdo 17 | if s-FEAST then
Z T~ b 18 | b(Ha1) = ME(b(Ha), a1, Yas1) 5
8 hi < h(z;) ;
S . 19 else
9 | fun. 65 < sampleStatistics({h1, ..., har}) 3 2 | D(Hasr) = b(Hat1) Ugass s
10 | return approxSafetyCond(fin, 64, M, ) " r e R((Hypor)):
2 if s-FEAST then
23 r

safe(b(Hay1), h, a) (ro + (1 = ro)r) ;

24 T

4y simulate(qa 1, Ha1,d + 1,b(Has)):
25 if N(H Uugy1) = 0and not s-FEAST then
2 | returny

27 N(H)« N(H)+1;

8 | N(HUugs) < N(HUug)+1;

29 ‘?(HU‘UH»I)‘_‘Y(HL’“)-F%M;
o | return r

Fig. 8. Algorithm 1: The POMCP and s-FEAST algorithms for belief-space plan-
ning. For this pseudocode, we adapt the original POMCP algorithm to our nota-
tion, with modifications made to create s-FEAST highlighted in blue (69). MF refers
to our marginalized filter (the pseudocode of this method is provided in the Sup-
plementary Materials), and approxSafetyCond refers to the approximate safety
condition given by Eq. 14 and theorem 2.

previously unexplored history is encountered, the simulation rolls out
to the maximum depth by uniformly sampling random actions from
the action space U. Because computing the marginalized filter is rela-
tively expensive, s-FEAST saves the nodes from the rollout instead of
discarding them. In practice, this tree growth is similar to the fixed
depth Monte Carlo tree search proposed by Shah et al. (83). After
completing all N simulations (or timing out), the action with the
highest value estimate is returned and applied to the system. The
resulting observation is used to update the system’s belief, and a new
tree is planned from this new root node to select the next action.

When initialized in each experiment, s-FEAST was given knowl-
edge of the system dynamics through Egs. 1 and 2, including a nominal
noise model and the possible failures. A uniform initial probability
over all possible failures was assumed, although if prior knowledge of
the relative likelihoods of each failure existed, it could be incorporated,
and s-FEAST can converge from any initial belief that does not pre-
emptively eliminate the true failure. Overly conservative noise models
can also be provided when the true noise level is uncertain. Implemen-
tation parameters of s-FEAST used in each experiment are provided in
the Supplementary Materials. In the next two sections, we specify the
marginalized filter and the safety condition and use them to prove the
convergence of s-FEAST to optimal solutions.

Marginalized filter

We present our marginalization filter that is used in the s-FEAST
algorithm to accurately estimate the belief. The key observation
was that the dynamics (Eq. 1) and measurement (Eq. 2) of the active
sensing problem have a structure that we can exploit to efficiently
compute the belief update. Whereas jointly computing the belief
update for the physical and fault state is intractable, it is possible to
condition on a fault and then compute the conditional belief update of
the physical state with a standard EKE Any other nonlinear filtering
approach can be used in lieu of EKE This marginalization approach is
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similar to the Rao-Blackwellized filter used in FastSLAM (84), where
the posterior is factored into estimations of each landmark that are
conditioned on the robot path, including approaches that actively
select trajectories that minimize the uncertainty of a robot’s state (85).
However, instead of estimating the environment in relation to a robot,
our method infers the robot’s dynamics and measurement model on
the basis of its interaction with the environment.

Our approach can be formalized in the following decomposition

of the belief
bi(@) =P ([x;, ] [y i ) = EKFy [y, u by (0] (%)
Z(Yio 040 b1 (@) by ()
Z(ypwe by (@)

where EKFy [y, U by — 1(x)](x) is the posterior distribution on X
given by the EKF conditioned on a particular failure state ¢, and the

(13)

second term is an unconditional Bayesian update on each possible
failure scenario where Z¢ and Z are conditional and unconditional
measurement likelihood functions. We compute 24, as the measure-
ment relative likelihood given by the prediction step of each condi-
tional EKF (before measurement innovation). We then note that Z is
a normalization factor and so does not need to be computed explicitly.
The resulting filter is visualized in Fig. 3B and resembles methods
using multiple Gaussian distributions to represent a complicated
distribution as in Fig. 3C. A pseudocode implementation is provided
in the Supplementary Materials.

We note that the conditional physical state estimator can be
replaced by any estimator parameterized by the failure state, includ-
ing estimators for non-Gaussian processes. In particular, because
the estimation propagation is the primary computational burden in
the tree search, our method will benefit substantially from reus-
ing any efficient estimators that may already exist for a system,
as opposed to approaches attempting to estimate the joint physical
and fault state directly. For example, one strategy to amortize real-
time computation cost is to train a neural network-based filter from
offline data (86). Another strategy is to perform an additional
marginalization step on any states of the system that do not depend
on the considered faults. This will particularly be useful to scale
s-FEAST to high-dimensional systems with isolated faults because
only a subset of the estimation needs to be repeated for each con-
sidered fault.

Safety condition

To ensure safety, we need to evaluate the indicator function T, q(bx)
throughout the tree search. For a general probability distribution,
this function is difficult to compute exactly. Instead, for computa-
tional efficiency, we use the following conservative sampling-based
condition using concentration inequalities

1 | mM+1/EM-D
M+1 M ﬁZ
h

+1>| <l-a=>be B, (14)

where [i;, and G, are the sample average and SD resulting from sam-
pling the safety condition M > 2 times for a given belief b. In the
following subsection, we derive this condition and use it in our con-
vergence analysis of s-FEAST.

Theoretical analysis

The goal of our analysis is to show that the value estimate of s-FEAST
(Fig. 8) converges to the solution of the safe active sensing for fault
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estimation problem, definition 2. The logic is as follows: We reformu-
late the constrained problem into an equivalent unconstrained problem
with a computationally intractable reward function, then we trans-
form the unconstrained problem again using the tractable but conser-
vative safety condition, and lastly, we run s-FEAST on the resulting
problem and inherit standard convergence guarantees. The proofs
for these results are included in the Supplementary Materials. In the
following, we consider constraints in the decision-making problem
sense (53). In particular, by a constraint or safety constraint, we mean
that some states or beliefs are inadmissible. Conversely, an uncon-
strained problem has no inadmissible states.

First, we reformulate the constrained problem into an equivalent
unconstrained problem. This step is necessary because standard
Monte Carlo tree search techniques do not explicitly handle con-
straints (67). This argument is similar to that presented in convex
optimization (87) with log barrier objective reformulations, except
that we use an affine objective reformulation that produced empiri-
cally higher-performing results for tree search.

The transformed reward function and corresponding value func-
tion are defined as follows

Ry, (by) =1g,, (be) (ro+ (1=7o)R(by)) (15)
K

V}’i“(bk) =E l Z Ry (by) I, bo] s.t. Egs. 1, 2, (16)
k=1

and7, u; :n(bk_l) Vk

where r, = KLH and the expectation is over the noise processes and
stochastic policy. The first result is that the solution of the trans-
formed problem is equivalent to the solution of the original problem
(definition 2), formalized with the following theorem.

Theorem 1 (equivalent unbounded reformulation). If a globally
optimal solution exists to the constrained safe active fault estimation
problem, definition 2, then the solution of the following uncon-
strained problem with a transformed value function given by Eq. 16
is also a global optimal solution of definition 2

“Z,a(bo) = argmax V;,[,u(bo)

nell ( 1 7)

The proof is presented in the Supplementary Materials. Next, we
develop our conservative approximation of Ty,4. Our approach is
based on the following finite sample approximation Chebyshev’s in-
equality, first developed by Saw et al. (88) and simplified by Kaban (89)

P(|Z -1, >25,) < L lM“((M_I)H)J (18)

“TM+1| M A2

where Z is a random variable and A is a user-specified scalar. The
bound is computed by taking M samples that are weakly exchange-
able (i.i.d. is sufficient but not necessary) with the random variable
to compute the empirical average and SD [i,, and 6. This bound
holds for unknown distributions when M > 2 and A > 1. For general
random variables, the Chebyshev inequality can be shown to be a
tight bound (89), making it well-suited to general distributions.

In our setting, the random variable of interest is the safety func-
tion applied to a sample from the physical state belief: h(x) where
x ~ b(x). To compute the empirical average ({i;) and SD (G,,) of this
safety value, let Xy, ..., X be i.i.d. samples of b(x). We then have
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1 A M+1 ~
=5 ZA): 8= gy (k) -m)T )

Our safety condition then follows directly from applying the fi-
nite sample Chebyshev inequality given by Eq. 18 to bound the tail
of h that is less than zero (the unsafe tail).

Theorem 2 (conservative sampling bound). For M > 2, a belief
b(x), safety function h, {i,, and G, are defined according to Eq. 19
and {;, > 6,; satisfying the approximate safety condition of Eq. 14
(repeated below for reference) indicates that the belief is conserva-
tively a safe.

1 |me1/E0-1)
M+1 M ~2

My

+1>| <l-a=>beB,,

The proof is presented in the Supplementary Materials. In general,
the condition presented in theorem 2 is conservative; it is possible for
a solution to be a safe and violate the approximate safety condition
(Eq. 14). The slackness comes from two sources: (i) the finite-sample
approximation of the Chebyshev inequality and (ii) the potential
slackness of the Chebyshev bound itself in the infinite sample limit.
In our experiments, we found that we can effectively eliminate the
first source of slackness with M = 100 samples. For this reason, we
focus on the second source and the effect of this slackness on the
optimal solution.

In the infinite sample limit, {i, and 6, converge to the true statistics
py and 64, and Eq. 18 becomes the Chebyshev inequality. We formalize
the slackness in the Chebyshev bound with the following lemma,
which states that the set of beliefs that satisfy the Chebyshev bound is
a well-defined subset of the a-safe beliefs.

Lemma 1 (conservative a-safe set). For any belief b and safety func-
tion h with corr@ponding statistics p, and oy, there exists a conserva-
tively a-safe set B;, , C 13, , such that the following safety condition is
necessary and sufficient for membership

2

h ~
_2sl_(x<:>b€Bh,(x
H,

(20)

The proof is presented in the Supplementary Materials. To account
for the slackness in our safety condition, we modify our reward and

value functions
Ry (by) =13, (by) (ro+(1—10)R(by)) (1)

K
VZ’“(bk _[Elzﬁhﬂ(bk) |n,b0] s.t. Egs. 1, 2, and 7 (22)
k=1

We present the final problem reformulation.

Definition 3 (conservative safe active fault estimation). The con-

servative safe active fault estimation problem is defined as follows
%0 (bo) = argmax,cpy Vi (o) (23)
with corresponding optimal value Vh (b )-

The desired behavior of this reformulation is that if the solution of
the original problem lies in the feasible space of the conservative
problem reformulation, then solving the conservative problem will pro-
duce the original solution. This property is formalized in the following
theorem.
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Theorem 3 (problem reformulation equivalence). If an admissible
policy, n(by), to the safe active fault estimation problem (definition
2) exists and satisfies

[E[lgm(bk) |1t,b0] —1 vk 24

where Eh’a is given by lemma 1, then an optimal policy, &, | (bo), to
the conservative safe active fault estimation problem (definition 3) is
a suboptimal solution of definition 2 constrained to 3, ,. Further-
more, if an optimal policy, 7 (bg), to definition 2 exists and satisfies
Eq.24, %, | (bo) is an optimal solution to definition 2.

The proof is presented in the Supplementary Materials. We can
now state the main theorem, which is a direct consequence of refor-
mulating the problem into a search-compatible framework and then
applying existing search convergence results: s-FEAST converges to
the optimal solutions of the problems given by definitions 2 and 3.

Theorem 4 (optimality of s-FEAST). Let p denote the policy pro-
duced by s-FEAST and &, | (bo) denote an optimal policy to the con-
servative safe active fault estimation problem (definition 3). In the
limit of M — oo, the value of these policies converges

(V:,a(bo) - VZ,a("O)) -0

w1th convergence rate O(log N/N). Furthermore, if an optimal policy,
b1 (bo) to deﬁmtlon 2 exists and satisfies Eq. 24, then V*(by) con-
verges to V' (bg).

The proof is presented in the Supplementary Materials. In this
section, we have reformulated the safe active fault estimation problem
(definition 2) to an unconstrained form by theorem 1. We then used
theorem 2 and lemma 1 to define a conservative sampling bound

lim
N-ooo

(25)

and the corresponding gh’“ to define the conservative safe active
fault estimation problem (definition 3). Last, theorem 3 formalizes
when the solutions to the two problems are equivalent, and theorem 4
demonstrates the convergence of s-FEAST to optimal solutions
for each.

We make some remarks on this result: First, despite applying the
existing search results from (67) and (69), solving problems with
belief-dependent objectives and chance constraints for general belief
distributions represents an expanded capability enabled by our refor-
mulations. Second, we note that B, , is, in general, unknown or
computationally intractable. However, we do not need to know Bh o
there just needs to exist an admissible solution in B 1o fOr s-FEAST to
converge. For the safety constraints of interest we investigated, we
observed in our simulations that solutions could come close to
violating the constraints relative to the size of the safe state space
(such as in Fig. 6D), indicating that B, is tight. Similarly, we
observed empirically that M = 100 was sufficient for converged safety
estimates. Third, it is possible that the optimal solution to the safe
active fault estimation problem lies outside /3, ,, and in this case,
s-FEAST will converge to a suboptimal approximation of the optimal
solution. We argue that the only cases where this occurs are when
the optimal trajectory takes the spacecraft close to violating a safety
constraint, which, while within the bounds of the problem, are the
riskiest trajectories. Because adding safety at the cost of some perfor-
mance is usually desirable in operation, and in regard to the previous
observation that the approximation is not overly conservative, we
believe that this suboptimal algorithm balances well the competing
interests of safety, performance, and computational complexity.
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Editor’'s summary

As autonomous systems are increasingly deployed in various real-world scenarios, the ability to safely accomplish their
desired tasks is dependent on the ability to detect system failures and subsequently take the appropriate action without
human intervention. Ragan et al. have developed a method—safe fault estimation via active sensing tree search—

for diagnosing system faults capable of planning and acting to ensure safe robot operations. They demonstrated that
the method could actively perform fault estimation on a robotic spacecraft simulator on a collision course with a model
comet when thrusters are dysfunctional and showed its potential to keep the robot on a safe path. —Amos Matsiko
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