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R O B O T  S W A R M S

How foundation models will revolutionize 
robot swarms
Volker Strobel1*, Marco Dorigo1, Mario Fritz2

Robot swarms are composed of many, typically simple, robots that accomplish complex tasks through local com-
munication and decentralized coordination. Traditionally, robot controllers are designed before a mission using 
programming code. This process requires substantial development effort and limits the flexibility of the swarm. 
We discuss how onboard foundation models (FMs) could revolutionize this process through two complementary 
approaches. The first approach uses FMs as swarm designers to synthesize robot controllers and perform high-
level planning. The second approach uses FMs as swarm operators to facilitate robot-robot collaboration and 
human-swarm interaction.

INTRODUCTION
Robot swarms are multirobot systems that 
consist of many robots operating without a 
central unit of control (1). Their decentral-
ized control makes them more flexible and 
scalable than other multirobot systems (2), 
and because of their large population size, they 
can potentially continue functioning even if 
some robots fail (3). Therefore, robot swarms 
could be ideal for applications that require 
rapid responses to unforeseen events, such as 
large-scale disasters (4).

Communication and interaction protocols 
of robot swarms are usually manually speci-
fied by experts during the design phase (5). 
This process can be intricate, time consum-
ing, and prone to errors. Although there is 
research on automating this process (6–9), the 
developed approaches usually still require 
expert knowledge (such as formal specifica-
tion languages), and the hard-coded control-
lers cannot flexibly react to unforeseen events 
(such as the presence of an injured person) 
when the robot swarm is deployed (10).

Recent advances in generative artificial in-
telligence (AI) have led to the development of 
foundation models (FMs) (11)—neural net-
works trained on very large datasets that are 
capable of processing and generating text, im-
ages, and videos. We believe that the above-
mentioned issues in robot swarms could 
be addressed with FMs. The most widely used 
FMs are large language models (LLMs), which 
are trained on vast amounts of text and can 
process and generate language. These models 
have evolved into multimodal variants such 

as vision-language models (VLMs) that can 
process and reason about both images and 
text. Vision-language-action models (VLAs) 
extend these capabilities to interact with phys-
ical environments by generating control com-
mands for robots.

FMs have been integrated into various 
technologies, including virtual assistants and 
search engines (12). Such integrated systems 
are called agentic AIs because they can auton-
omously make decisions and perform tasks, 
such as sending an email or organizing travel 
(13). Recently, it has been proposed to let mul-
tiple LLM agents interact and negotiate (14). 
With the advent of LLMs, there have also been 
proposals to use FMs for synthesizing the 
controllers of single robots (15) and integrat-
ing them into multirobot systems (16–18) to 
enhance their reasoning, planning, and col-
laboration capabilities. Integrating FMs into 
robotic systems has, in particular, led to sev-
eral new applications (19), including task 
planning (20), motion planning (16, 17), and 
human-robot interaction (15).

This Viewpoint explores how FMs could 
be integrated into a specific type of multiro-
bot system—robot swarms. There are several 
characteristics that distinguish robot swarms 
from other multirobot systems (2). First, ro-
bot swarms are not centrally controlled, and 
their collective behavior arises exclusively 
from local interactions among the constitu-
ent robots. This makes the micro-macro link 
problem (21) (how to design the behavior of 
the individual robots to obtain the desired 
swarm behavior) central to the design of 

robot swarms. Second, robot swarms are en-
visioned to operate at much larger scales 
(hundreds or even thousands of robots) and 
with resource-constrained hardware. Last, 
purely local communication capabilities could 
lead to long-lasting partitions (and therefore 
inconsistent information) in the swarm. These 
characteristics and constraints call for spe-
cific solutions when integrating robot swarms 
with FMs.

We envision two main approaches for inte-
grating FMs into robot swarms: (i) using FMs 
as swarm designers to synthesize robot con-
trollers and perform high-level planning (dur-
ing and/or before deployment) on the basis 
of natural-language instructions, drawings, 
diagrams, or demonstrations of intended be-
havior and (ii) using FMs as swarm opera-
tors to incorporate a robot’s sensor readings 
into an FM prompt, interpret this prompt in 
context, and use the resulting FM response 
to control the robot’s actuators. These two 
approaches can be combined (together with 
traditional control) in comprehensive con-
trol architectures.

Existing automatic design approaches for 
robot swarms, such as evolutionary swarm ro-
botics (8), modular design (6), multirobot re-
inforcement learning (22), or formal methods 
(23), typically rely on expert knowledge, envi-
ronmental or human feedback, and explicit 
objective functions and often require iterative 
refinement during offline design stages. In 
contrast, FM-enabled robot swarms could 
exhibit fundamentally new capabilities, par-
ticularly in scenarios that demand flexible re-
sponses to completely unforeseen events or 
intuitive forms of human-swarm interac-
tion. In these settings, controller synthesis is 
not driven by optimization or learning from 
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feedback but instead leverages the ability of 
FMs to generate new code on the fly in a zero-
shot manner on the basis of environmental 
observations or human inputs (including lan-
guage, gestures, or drawings). In this View-
point, we outline both the opportunities and 
the associated challenges of such FM-enabled 
robot swarms. Interested readers can explore 
those with our LLM2Swarm software (10).

FM-ENABLED ROBOT SWARMS
In this section, we first present FMs as swarm 
designers, followed by a description of FMs 
as swarm operators. For both paradigms, we 
discuss the associated opportunities we fore-
see. We conclude with a discussion on how 
FM designers, FM operators, and traditional 
control could be combined in comprehensive 
control architectures.

FMs as swarm designers
One way to use FMs to design robot con-
trollers is to apply them as designers for 
controller synthesis, that is, for the automat-
ed generation of code executed by a robot’s 
controller, as well as for task planning. Such 
onboard FM designers could enable on-the-
fly synthesis of new controllers—for exam-
ple, when the swarm realizes that it lacks 
certain functionalities—potentially leading 
to increased autonomy and flexibility in ro-
bot swarm behavior. Moreover, FMs could 
equip robots with the ability to generate col-
lective plans that allocate robots to different 
tasks and to adapt them in real time when 
unanticipated situations occur (24). In addi-
tion to onboard FMs, off-board FMs, such as 
powerful FMs using a cloud service, could 
be executed during the design stage of a 
robot swarm. These FMs could translate de-
scriptions of desired collective swarm be-
haviors specified in natural language or in 
sketches/diagrams into code for individual 
robot controllers.

To implement FM designers, we propose 
a multistep validation process. The first step 
is to verify that the synthesized code does not 
contain syntax errors. This is followed by the 
intricate task of validating that the generated 
code produces the expected collective swarm 
behavior. This step is especially challenging 
because of the micro-macro link problem 
(21): In swarm robotics, the lack of a central 
control unit restricts programming to indi-
vidual controllers (the microscopic level), 
although the goal is to obtain macroscop-
ic (swarm-level) collective behavior. If the 
code is synthesized before deployment, the 

micro-macro link problem can be addressed 
by evaluating the resulting swarm behavior 
in simulation or with real robots. The anal-
ysis could be performed through an evalua-
tion metric (such as the maximum distance 
between the robots in an aggregation task), 
human observation, or by the video analy-
sis capabilities of a VLM. The results of this 
evaluation are then fed into a subsequent it-
eration of FM prompting, for example, through 
text-based or schematic prompts. During a 
live robot swarm deployment, however, vali-
dating the control logic is more challenging. 
One approach might be to run simulations 
with the generated controllers onboard the 
robots during deployment and evaluate the 
resulting behavior through evaluation metrics 
or VLMs and reiterate the controller design if 
necessary. Still, because of the simulation-to-
reality gap, this approach cannot account for 
the wide range of possible real-world scenarios 
(6). Other approaches to evaluate a controller 
during deployment could include reinforce-
ment learning to explicitly incorporate envi-
ronmental feedback (such as task completion 
rates) to adapt and systematically compare 
controllers (25) as well as probabilistic model 
checking methods grounded in formal math-
ematical analysis (26).

In addition to logic verification, secure 
deployment of robot swarms also requires 
verifying whether a synthesized controller 
contains vulnerabilities, a common issue in 
FMs (27). For example, the controller could 
contain code that makes it easy for an attacker 
to take control of the swarm or logic that 
enables sabotaging other robots. An initial 
approach toward mitigating security issues 
could rely on the Common Weakness Enu-
meration (CWE), a catalog of vulnerabilities 
across programming languages and hardware 
components (28). Addressing vulnerabilities 
specific to robotics could involve the develop-
ment of LLMs fine-tuned for this task or the 
use of model checking.

Opportunities enabled by FMs as 
swarm designers
Synthesizing controllers via FMs could sub-
stantially reduce the time required to design, 
test, and deploy robot controllers. In addition, 
it could allow nonexperts to develop control-
lers, reducing costs and potentially expand-
ing the community of users and developers, 
thereby promoting a more accessible and ac-
celerated adoption of robot swarms.

Automated onboard controller synthesis 
could enable robot swarms to generate con-
trollers on the fly during deployment. This 

capability is particularly valuable because 
experiments with robot swarms are typically 
conducted in controlled environments that 
cannot adequately capture the full range of 
real-world variability. In contrast, deployment 
environments may be unstructured and un-
predictable, making it almost impossible to 
anticipate all scenarios or preprogram all nec-
essary capabilities into the swarm before 
deployment. FM designers may preserve the 
responsiveness of a robot swarm by carrying 
out controller synthesis and high-level plan-
ning during low-activity phases or before 
deployment.

When using FMs to create controllers, 
several design choices must be addressed. 
For instance, one must decide whether FMs 
should synthesize a complete controller en-
compassing all functionalities or only specific 
components, such as movement logic, com-
munication protocols, or decision-making 
modules. Another key design choice concerns 
the timing of controller synthesis. Control-
ler components may be generated by an FM 
before deployment, allowing for human in-
spection and verification—at the potential 
cost of reduced autonomy during operation. 
In contrast, controllers that are synthesized 
or modified during deployment offer higher 
adaptability but preclude direct human veri-
fication. A possible compromise is to use 
presynthesized controller templates that can 
be adjusted during deployment by varying a 
limited set of parameters.

FMs as swarm operators
For implementing FM operators, we propose 
to feed the FM prompts with sensor informa-
tion (including messages sent by humans or 
other robots). To generate these prompts, 
there is a need for suitable prompt templates 
for the required task—these can be written 
by humans or generated by FM designers. 
The FM responses must then be mapped to 
robot actions. These mappings can rely on 
high-level control programs (such as targeted 
navigation) or low-level control programs 
(such as setting wheel speed) that are acti-
vated when commands from the FM are re-
ceived. These control programs need to be 
either preprogrammed or generated by FM 
designers. To activate the control programs, 
the onboard FMs need to be instructed to 
format their responses so that they adhere to 
the format required by the robot controllers. 
To this end, the FM prompts should include 
a robot’s application programming inter-
face (API) as part of the system prompt and 
thus select the desired function(s), such as 
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navigate(x,y). Previously sent and received 
messages of robots (or summaries thereof) 
could be appended to new FM prompts to 
maintain context.

To implement FM operators, different 
model classes can be used depending on the 
application, including LLMs and VLMs. LLMs 
are well suited for tasks that primarily involve 
text-based inputs and outputs, such as com-
munication among robots or between robots 
and human operators. VLMs, in contrast, are 
more appropriate for tasks that require visual 
perception, such as interpreting camera imag-
es or video streams from a robot’s environ-
ment. In heterogeneous robot swarms, the use 
of robot-specific VLMs would allow the same 
high-level command—for example, “search 
for victims”—to be executed differently de-
pending on each robot’s (potentially fine-
tuned) FM, hardware capabilities, position, 
sensor inputs, and current task.

Opportunities enabled by FMs as 
swarm operators
FM operators may allow intelligent decision-
making, adaptive responses to changing en-
vironments, and enhanced communication 
capabilities. We envision two primary areas 
for FM operators: robot-robot collaboration 
and human-swarm interaction.
Robot-robot collaboration
FMs have the potential to enhance the intel-
ligence of collective behaviors. First, the in-
tegration of FMs could expand the reasoning 
capabilities of robots: Pretrained FMs already 
incorporate substantial world knowledge 
and support context-aware reasoning. FM-
enabled robots could use these capabilities to 
respond to unforeseen events, potentially con-
sidering how humans would react in similar 
situations, and respect ethical principles and 
moral values. For example, if a robot swarm 
detects a collapsed building, the FMs could 
decide to let the robots search for potential 
victims and allocate tasks among the robots 
even if such a scenario was not explicitly pro-
grammed into the robots’ controllers (10).

Moreover, FMs enable robots to interact 
through natural language, potentially en-
abling more sophisticated interactions than 
those supported by classical controllers. The 
use of natural language also allows humans 
to understand such interactions more natu-
rally. This would make robot-robot interac-
tions more transparent, thereby enhancing 
trustworthiness and accountability, given 
that humans could audit the actions and 
decisions of the robot swarm. In conclu-
sion, FMs have the potential to substantially 

enhance robot-robot collaboration, leading 
to more effective, autonomous, resilient, and 
secure robot swarms, particularly in unknown 
or unstructured environments.
Human-swarm interaction
The question of how to enable effective human-
swarm interaction and collaboration while 
minimizing cognitive load remains an open 
research problem (29). FMs may substan-
tially facilitate and advance human-robot and 
human-swarm interaction, especially in high-
stress environments such as search-and-rescue 
operations (30). For example, chat interfaces or 
voice commands may allow human operators 
to communicate with the FM-enabled robots 
in a swarm, reducing cognitive load through 
the use of natural language. Such interactions 
could support both the retrieval of information 
about the swarm’s collective state and the issu-
ance of high-level commands (10, 31).

FMs may process human commands in 
context—for example, by taking into account 
previous interactions, the swarm’s current task, 
and objects detected in the environment—
and ask clarifying questions when needed. 
Moreover, in missions involving nontech-
nical individuals, such as search-and-rescue 
operations, an FM could communicate with 
them in natural language (for example, by 
asking injured individuals about their con-
dition) while also explaining the swarm’s 
intentions and available actions (such as pro-
viding first aid or transporting individuals 
to a hospital). In addition, the use of VLMs 
in human-swarm interaction could facilitate 
learning from demonstration (32) and en-
hance, or even replace, existing automatic 
design approaches for robot swarms by rely-
ing on intuitive demonstrations rather than 
technical specifications.

Comprehensive control architectures
We envision robot swarms that combine FM 
designers, FM operators, and traditional con-
trol in comprehensive control architectures. 
Such swarms could balance the trade-offs 
between flexibility, responsiveness, and au-
tonomy, depending on the robots’ mission. 
High-level orchestration and code synthesis 
could be implemented using FM designers on 
the basis of the current needs of the robot 
swarm (such as adapting to a novel task or 
compensating for failed functionality), where-
as low-level control and real-time decision-
making could be managed by FM operators or 
traditional controllers to ensure flexible and 
fast reactions.

For example, during a search-and-rescue 
mission, each robot could use FM operators 

to interpret high-level human instructions, 
communicate with other robots, and make 
situation-dependent decisions. However, if 
a robot encounters a situation that requires 
a specialized navigation routine (such as 
climbing stairs) that it is not equipped for, it 
could trigger controller synthesis via FM de-
signers to generate a suitable control routine 
tailored to the new situation. These generated 
robot controllers could be complemented by 
controllers coded by human designers.

For such comprehensive control archi-
tectures, it is important to translate an FM’s 
response, which may include high-level com-
mands (such as “search for victims”), into 
low-level instructions that robots can execute 
to control their actuators. It is worth noting 
that such translation is not always necessary, 
given that FMs can operate purely at the 
communication level; however, certain sce-
narios may require direct control of a robot’s 
motion hardware (including wheels or ro-
tors). Future research should explore how 
preprogrammed behavior can be controlled 
by FM responses, when and how frequently 
to query the FMs, and how to execute gener-
ated multistep plans. An example workflow 
integrating FM designers and FM operators 
is illustrated in Fig. 1.

CHALLENGES
Integrating FMs into swarm robotics enables 
new approaches to deployment and control, 
but it also introduces several challenges. 
These include addressing the micro-macro 
link problem; managing the transition from 
controller-based design to specification-
driven design; developing training methods 
that incorporate the robots’ perspectives; 
overcoming hardware limitations, sustain-
ing scalability, and addressing partitioning; 
and preserving controllability, security, and 
safety. In the following sections, we discuss 
each of these challenges.

Micro-macro link problem
A fundamental challenge in swarm robotics 
research is the micro-macro link problem: A 
robot swarm designer aims to achieve a de-
sired collective (swarm-level) behavior yet 
can only program the controllers of individu-
al robots (21). In FM-enabled robot swarms, 
this micro-macro link problem arises both 
for FM designers and FM operators.

With FM designers, using FMs out of the 
box—that is, without explicitly accounting 
for the micro-macro link problem—may 
lead to collective behaviors that deviate from 
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expectations, given that FMs are typically not 
trained to reason about the relationship be-
tween individual behaviors and emergent 
collective outcomes. Introducing a dedicated 
logic validation step into the FM design pro-
cess could therefore help address this issue. For 
example, when a VLM is used to analyze vid-
eos of collective behavior, it could detect devi-
ations from the intended behavior and indicate 
that further design iterations are required.

For FM operators, addressing the micro-
macro link problem is likely to be more chal-
lenging because the FM inputs and outputs 
are less predictable. One possible approach is 
to develop FMs tailored to swarm robotics 
(for example, by fine-tuning existing FMs us-
ing feedback from simulations) to better ad-
dress the micro-macro link problem.

Transition from controller-based to 
specification-driven design
A potential issue with FM-enabled robot 
swarms has already been observed in prior 
work on the automatic generation of robot 
swarm controllers: Such approaches are often 
not fully automatic. Rather than eliminating 
manual design effort, they tend to shift it 

from the explicit programming of controllers 
to the selection of appropriate conditions that 
yield desirable outcomes (5). For example, in 
evolutionary swarm robotics, the choice of 
fitness function and hyperparameters is often 
critical to success.

A similar shift is likely to occur in FM-
enabled robot swarms. Instead of manually 
writing controllers, human designers might 
need to craft effective prompts and specify 
suitable interaction modalities that enable 
FMs to produce the desired behaviors. To 
support this process and alleviate the bur-
den on human designers, we advocate for 
developing design guidelines and conduct-
ing systematic comparative studies of differ-
ent FMs and prompting strategies.

Human perspective versus 
robot perspective
Most state-of-the-art FMs are not trained on 
data that reflect how robots perceive the 
world; instead, they are typically trained 
on data generated by humans (33). As a re-
sult, it is necessary to investigate the use of 
FMs in robotic contexts to assess their capa-
bilities and determine whether substantial 

differences exist between the perceptual 
and generative requirements of humans and 
robots. If such differences are identified, 
FMs could be trained on robot-generated 
data or fine-tuned to better capture robot-
centric perspectives.

At the same time, differences between hu-
man and robot perception may also prove 
advantageous. Adopting a more humanlike 
perspective could help align robot behavior 
with ethical standards and social norms, 
thereby improving public acceptance of and 
trust in robot swarms, an important factor for 
successful human-robot interaction (34, 35). 
Moreover, nonexpert users who may encoun-
ter robot swarms incidentally (for example, 
during environmental monitoring) may be 
more inclined to trust robot swarms that 
exhibit humanlike behavior and are able to 
communicate using natural language.

Hardware limitations, scalability, 
and partitioning
To ensure the autonomy of FM-enabled ro-
bot swarms, FMs should be embedded in 
each robot’s hardware, given that relying on 
external infrastructure may be infeasible in 
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Fig. 1. Illustration of a comprehensive controller architecture for FM-enabled robot swarms. As indicated by the sliders, the three main components (FM designer, 
traditional control, and FM operator) can contribute in different proportions to the control of an individual robot. The illustrated workflow [steps (A) to (G)] exemplifies the 
interactions among these components. (A) A robot uses its camera to capture an image of a loose bolt. (B) The control loop queries the FM operator to analyze the image. 
(C) The FM operator identifies the issue and attempts to invoke a manipulation function, which (D) fails because the function is not available in the robot’s function library. 
(E) The FM designer synthesizes the required control function, disseminates it within the swarm, and modifies the robot’s control state by disabling its random-walk behav-
ior. (F) The FM operator retries the invocation of the manipulation function, and (G) the newly added function is successfully executed, resulting in coordinated actuation.
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many deployment scenarios—such as un-
derwater missions, underground mining, or 
space exploration—and can introduce com-
munication bottlenecks. Local execution also 
ensures that data remain onboard, thereby 
preserving privacy and facilitating compli-
ance with regulations such as the General 
Data Protection Regulation (GDPR). How-
ever, executing FMs locally remains chal-
lenging because robots in swarms typically 
have limited computational resources. How-
ever, recent advances in hardware design are 
beginning to relax this constraint (36), and 
current robotics-specific hardware platforms 
already deliver acceptable performance when 
running state-of-the-art LLMs (37).

Latency can be mitigated by using light-
weight FMs for rapid responses (potentially 
involving only a small subset of actuators) and 
more powerful FMs for long-term planning, 
analogous to human fast-and-slow thinking 
(38). Executing large FMs on edge devices is 
a very active research field, and several tech-
niques have been proposed to support this, 
including fine-tuning (39), quantization (40–
42), pruning (43, 44), distillation (45), and 
flash attention (46). These techniques often 
reduce storage and memory requirements at 
the cost of decreased accuracy and flexibility. 
Continued advances in both hardware min-
iaturization (for example, of microprocessors 
or graphical processing units) and software 
optimization will likely enable the execution 
of increasingly powerful FMs on robots op-
erating in swarms.

Maintaining or improving swarm perfor-
mance as the number of robots increases 
poses an additional challenge for FM-enabled 
robot swarms. As the swarm scales, the num-
ber of potential interrobot interactions in-
creases, and these interactions may need to 
be incorporated into prompts. Consequently, 
prompts can become increasingly long, poten-
tially exceeding token limits or introducing 
delays. Moreover, FMs often favor verbosity 
over conciseness (47), which can further re-
duce scalability because of the high communi-
cation overhead.

One way to mitigate the exponential growth 
of message length is to restrict each robot’s 
communication radius, thereby limiting the 
number of exchanged messages. An alterna-
tive strategy is to develop efficient methods for 
storing and summarizing the history of inter-
robot interactions, for example, via retrieval-
augmented generation (RAG) (48).

During deployment, motion and com-
munication limitations can partition a robot 
swarm into disconnected subswarms, thereby 

disrupting information propagation. As a re-
sult, messages exchanged within each sub-
swarm may diverge substantially, and upon 
reconnection, these divergent information 
states may lead to incompatibilities between 
previously isolated subswarms. Partitioning 
can also induce heterogeneous behavior be-
cause the lack of communication prevents 
synchronization between robots running in-
dependent FM instances. Depending on the 
task, such heterogeneity may be beneficial, by 
fostering exploratory solution finding, or det-
rimental because it may result in inconsistent 
behavior and degraded performance. When 
high behavioral consistency is desired, several 
strategies can be used, including using identi-
cal prompts across all robots, decreasing the 
FM temperature to reduce stochasticity, intro-
ducing consensus mechanisms in the robot 
swarm (such as voting on the next action), or 
constraining the set of functions that FMs are 
allowed to call. Beyond managing its effects, 
partitioning may also be mitigated by reduc-
ing its likelihood. For instance, FMs could be 
used to directly control robot actuators (such 
as drone rotors) in ways that help maintain 
connectivity. In addition, FMs could monitor 
communication patterns and trigger control 
logic to locate and rejoin other subswarms 
when prolonged disconnections are detected. 
Nevertheless, additional mechanisms (such 
as RAG-based summaries of robot interac-
tions) are required to support both the au-
tonomous operation of subswarms and the 
reconciliation of their locally evolved states 
after reconnection.

Controllability, security, and safety
A central objective of swarm robotics research 
is to increase swarm autonomy and thus de-
crease reliance on external control or infra-
structure (49). We argue that FMs have the 
potential to contribute substantially to this 
goal. However, as autonomy increases, ensur-
ing controllability, security, and safety of the 
swarm becomes essential so that robots per-
form their intended tasks while remaining 
compliant with applicable rules and regula-
tions (50). On the one hand, FM integration 
may enable robot swarms to autonomously 
execute ethically responsible actions that con-
sider how humans might react in a given situ-
ation (51). On the other hand, the probabilistic 
nature of FM outputs raises fundamental 
questions about the trade-off between autono-
my and controllability in autonomous systems 
(52). In particular, there is no guarantee that 
the resulting swarm behavior will align with 
expectations. To mitigate this issue, we have 

proposed a logic validation procedure for FM 
designers to improve the robustness, reliability, 
and predictability of synthesized controllers.

With FM operators, additional security 
risks arise, analogous to other application 
domains involving FMs (12). These include 
the potential for malicious users to extract 
sensitive data from robots through carefully 
crafted prompts as well as safety and reliabili-
ty issues caused by hallucinated outputs (53). 
For instance, an FM may hallucinate the exis-
tence of functions in a robot’s API, leading it 
to attempt to control a nonexistent actuator. 
Although such code hallucinations can be 
mitigated to some extent by explicitly specify-
ing the robot’s API in the system prompt, they 
are not entirely avoidable. They are, howev-
er, relatively easy to detect, given that they 
typically result in execution errors and thus 
require adequate handling and fallback strate-
gies. Another important concern is whether a 
user, or a compromised robot, could repro-
gram other robots in the swarm via prompt 
injection attacks.

FM-enabled robot swarms could ultimate-
ly give rise to self-evolving systems, often 
referred to as open-ended systems, that con-
tinuously interact with their environment 
and autonomously generate new behaviors. 
Recent work has highlighted that ensuring 
the safety of such systems is particularly 
challenging (54). In the worst case, FM-
enabled robot swarms could lead to a loss 
of human control and to misalignment be-
tween swarm objectives and human goals. 
This prospect underscores the need for sus-
tained and systematic research in this area. 
We therefore advocate for research approach-
es that balance the exploration of the po-
tential of FM-enabled robot swarms with a 
rigorous investigation of their associated risks. 
Potential risk-mitigation strategies include 
sandboxing (limiting FMs’ access to specific 
hardware or software components; for ex-
ample, preventing them from disabling the 
communication system), allowlisting (re-
stricting FMs to a predefined set of com-
mands), monitoring mechanisms (such as 
human-in-the-loop supervision or anomaly 
detection), and redundancy (for example, 
deploying multiple FMs per robot). Ideally, 
these measures should be embedded in a 
comprehensive ethics-by-design framework.

CONCLUSION
In this Viewpoint, we discuss the potential of 
FM-enabled robot swarms, which may help 
realize the long-standing promise of adaptive 
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and flexible robot swarm behavior in unfore-
seen situations. Crucially, such situations may 
involve interactions with laypersons, who 
need intuitive interfaces to communicate with 
a robot swarm—for example, to ask about its 
planned actions, provide feedback, or issue 
control commands. FMs are one of the most 
promising approaches for providing such in-
terfaces, potentially facilitating broader public 
acceptance of early real-world deployments.

At the same time, realizing this potential 
raises important concerns. Delegating control 
to AI models may reduce the controllability of 
a robot swarm, particularly in safety-critical 
or open-ended environments. We therefore 
advocate for research efforts that balance the 
exploration of the potential of FM-enabled ro-
bot swarms with careful investigation of their 
associated risks. Proactively addressing secu-
rity concerns will help mitigate these risks and 
lay the foundation for adaptive, secure, and 
reliable real-world deployment.
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