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ROBOTS AND SOCIETY
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Because Al-enabled robots can be tricked into taking unsafe actions, they require layered, context-aware safety guardrails.

In the 1950 short story collection I, Robot,
Isaac Asimov introduced his first law of ro-
botics, which states that “a robot may not
injure a human being?” For decades, this ex-
pectation seemed achievable. Robots oper-
ated in controlled environments and were
governed by first-principles dynamical mod-
els that yielded predictable, verifiably safe
behavior. Yet, today, these assumptions are
increasingly strained by a shift toward ro-
bots controlled by artificial intelligence (AI).

The same Al technology underlying chat-
bots like ChatGPT, namely, billion-parameter
foundation models, is now being integrated
into robotic control stacks. Although this
transition has enabled new physical capa-
bilities, it also introduces contextual risks
that traditional safety frameworks cannot
address. In a recent work, we showed that
Al-enabled robots can be tricked into exe-
cuting harmful physical actions, including
surveillance, weapon retrieval, and collisions
with humans, with near-perfect success
rates (1). More disconcertingly, even well-
intentioned commands can lead to danger-
ous behaviors when robots fail to properly
reason about environmental context (2). This
dual vulnerability, both to adversarial exploi-
tation and to context-dependent decision-
making, highlights the urgent need to design
new safeguards for Al-enabled robots be-
fore they reach widespread commercial de-
ployment.

To understand why these risks have
emerged, consider that foundation models
trained on vast, internet-scale corpora of text
and visual data are increasingly used to con-
trol robots by predicting sequences of actions.
This paradigm, which enables generalization
to unseen environments and new embodi-
ments, has implications at all levels of the

control stack. Vision-language models (VLMs)
and large language models (LLMs) enable
high-level semantic reasoning and planning
(3). Vision-language-action models (VLAs),
by contrast, offer an approach that maps
high-dimensional observations directly to
low-level actuation (4). Both VLMs and
VLAs blend textual task specifications with
online perception, expanding the scope of
what these models can do, from generating
text, like chatbots, to thinking, planning,
and acting autonomously in physical, open-
world settings.

However, training on massive datasets
presents a key trade-off. Although this prac-
tice exposes models to a wealth of knowl-
edge, standard training corpora contain both
explicitly objectionable content, including
depictions of violence and harmful instruc-
tions, as well as ambiguous demonstrations
that lack critical safety-relevant context.
Models trained on these data can be prompted
to generate unsafe outputs, whether through
adversarial jailbreaks or even well-intentioned
commands, posing a major risk in safety-
critical domains where even rare failures can
be catastrophic (5). Consequently, increased
attention has been paid to model alignment,
the process of steering model behavior dur-
ing training to better match human inten-
tions. Alignment is the primary mechanism
by which developers teach models to refuse
harmful requests. In practice, these efforts
have paid off: Advances toward stronger align-
ment algorithms have resulted in chatbots
that rarely produce unambiguously harmful
outputs (6).

Unfortunately, alignment does not guar-
antee robot safety. A key distinction between
chatbot alignment and robotic alignment is
that the latter is inherently context dependent:
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The same high-level goal may be safe in one
environment and unsafe in another. To il-
lustrate this, consider the task of pouring
boiling water from a kettle. The action is be-
nign when the water is poured into a mug
but dangerous if a person’s hand is posi-
tioned under the spout. By contrast, many
chatbot alignment failures are more uncon-
ditional, such as requests for bomb-making
instructions, where harmfulness is largely
independent of situational context. Recent
evidence confirms that aligning robotic
foundation models is not simply a matter
of applying existing alignment techniques.
When subjected to adversarially specified
goals, Al-enabled robotic control stacks can
be exploited across diverse model architec-
tures and embodiments with near-perfect
success rates on tasks spanning surveillance
and physical violence (1, 7). In one case, an
iteratively refined prompt, framed as a dia-
logue for a fictional movie script, was suffi-
cient to trick a commercially deployed robot
dog into locating nearby humans and de-
livering an explosive device (1). These re-
sults confirm that alignment alone cannot
account for the contextual variability of phys-
ical environments.

Traditional robotic safety frameworks
represent the other natural line of defense,
but they, too, were not designed with these
challenges in mind. For instance, approach-
es like control barrier functions (CBFs) re-
quire low-dimensional dynamical models to
constrain motion within geometric sets of
permissible actions (8). Similarly, industry
safety standards, such as ISO (International
Organization for Standardization) guide-
lines and the European Union Machinery
Regulation, primarily emphasize actuation-
level interventions such as offline control
verification and emergency stop behaviors
(9). These tools are mathematically rigor-
ous, but they assume a world in which safety
constraints can be fully specified in advance.
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Robotic foundation models break this assump-
tion. Their multimodal inputs—language-
conditioned goals, visual perception, and
open-world context—introduce channels
through which safety-relevant information
must be inferred at runtime, and safety often
depends on latent environmental variables
that may not be reliably observable. For this
reason, designing safety filters for these high-
dimensional, context-dependent settings re-
mains an open challenge.

Given this mismatch between traditional
safety frameworks and Al-enabled control,
new approaches are needed that account for
safety in a hierarchical fashion, spanning se-
mantic planning, perception, and low-level
actuation. Specifically, we argue that align-
ing robotic foundation models requires in-
novation along three main axes: declarative
specifications, layered architectures, and con-
textually grounded algorithms.

First, at the declarative level, guardrails
should incorporate declarative rule sets, also
known as AI constitutions, that enumerate
normative guidelines for sensitive use cases,
such as “do not handle weapons.” These con-
stitutions can be situated directly in a plan-
ner’s system prompt or used indirectly to define
feature-level probes. In particular, when
added to natural language instructions, Al-
generated rule sets are known to improve the
alignment of VLM-based planners operat-
ing on single-arm mobile robots in nonad-
versarial settings (10).

Second, at the architectural level, security-
focused safety layers should be inserted at
multiple points throughout the control
stack—the inputs, intermediate states, and
outputs—thereby separating planning from
actuation. This modular approach introduc-
es a distinct separation of duties: By gating
semantic planners with external grounding
modules, guardrails reduce dependency on
the internal reasoning of the planner (11). In
adversarial settings, initial evidence has shown
that root-of-trust models, which monitor
potentially unsafe plans, and external world
models, which provide environmental con-
text, can improve robustness to adversarial
attacks (12).

Third, at the algorithmic level, robotic
foundation models should be trained on
data that are paired with safety-relevant
context labels, which is known to improve
model safety (13). Deployment should also in-
clude classical algorithmic recipes such as
CBFs as a last line of defense to constrain
actuation even when planners err. A recent
work validates this approach on quadrupeds
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operating in simulation and in real-world
environments: A VLM reasons about context-
dependent safety constraints from visual ob-
servations, which are then enforced via CBFs
with probabilistic guarantees. The resulting
system rivals the performance of an oracle
with ground-truth context while preventing
nearly five times more unsafe behaviors than
methods without contextual reasoning (2).

Together, these three axes—declarative,
architectural, and algorithmic—define a lay-
ered approach to robotic safety that no single
technique can provide on its own. The next
phase of robotic safety research must move
beyond static notions of alignment and
embrace layered, context-aware safeguards.
Without such guardrails, Al-enabled robots
risk inheriting the same vulnerabilities as
Al-powered chatbots, now coupled to phys-
ical actuation. Addressing this challenge
will require closer integration among robot-
ics, machine learning, and security research,
as well as new benchmarks that reflect real-
world contexts. The question is no longer
whether foundation models can control ro-
bots but whether we can make that control
reliably and contextually safe.
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